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Introduction
Technology is everywhere. It's become a fundamental
part of modern life. The internet has brought the world
to our finger tips, and we have all come to depend on it
in many ways, both at home and at work.  
 
The cybersecurity landscape is a constantly evolving
space and keeping abreast of it is important for any
business and it’s employees.

This guide has been put together to explain what is
cybersecurity, why do we need it, and top tips and
steps to stay safe.

What is Cyber Security?
Cyber Security is the application of technologies,
processes and controls to protect systems, networks,
programs, devices and data from theft or damage.
 
The main aim of cyber security is to reduce the risk of
cyberattacks and protect you and your business
against the unauthorised exploitation of systems,
networks and technologies. 
 

Why is it important?

The cost of cyber security breaches are rising 
Cyberattacks are increasingly sophisticated 
Cyber Security can be a critical, board level issue 
Cyber crime is a BIG business! 

It is becoming more and more important that
businesses ensure that no one is stealing their data or
money. That is why cyber security plays a vital role in
any business. Did you know: 
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Who needs Cybersecurity?
EVERYONE! It is a mistake to believe that you are of no
interest to cyber attackers. Everyone who is connected
to the Internet needs cyber security. This is because
most cyberattacks are automated and aim to exploit
common vulnerabilities rather than specific websites or
organisations. 

Small Organisations
Vs Large Organistions

It can be tempting to think that cyber security
only happens to the Fortune 500 Companies or
global corporations. You only have to look in the
news to hear about cyberattacks on big brand
names such as Easyjet, Twitter and the NHS. 
 
While large companies may make headlines,
small and mid-sized business are being
impacted just as badly. Some businesses
assume they are less appealing for hackers due
to the size of their organisation or follow a “it
won’t happen to us” mentality. This is quite the
opposite. Smaller businesses are in actual fact
the easy pickings for hackers. The lack of
protection due to ignorance or budget makes
them more of an easier target. 
 
Regardless of the size or type of organisation
you work for, it's important to understand why
you might be vulnerable to cyberattacks and
how to defend yourself. 
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The Impact of
Cyber Attacks

theft of corporate information 
theft of financial information (e.g. bank details or
payment card details) 
theft of money 
disruption to trading (e.g. inability to carry out
transactions online)
Businesses that suffered a cyber breach will also
generally incur costs associated with repairing
affected systems, networks and devices

loss of customers 
loss of sales 
reduction in profits 

Financial 
Cyberattacks often result in a substantial financial loss
arising from: 

Reputation 
Trust is an essential element of a customer relationship.
Cyberattacks can damage your business' reputation
and erode the trust your customers have for you.
This, in turn, could potentially lead to: 

 
The effect of reputational damage can even impact on
your suppliers, or affect relationships you may have
with partners, investors and other third parties vested in
your business. 

Legal 
Data protection and privacy laws require you to
manage the security of all personal data you hold -
whether on your staff or your customers. If this data is
accidentally or deliberately compromised, and you
have failed to deploy appropriate security measures,
your business may face fines and regulatory sanctions. 
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Threats & Vulnerabilities
Today, cyberattacks happen on the regular. While some
attacks are small and easily contained, others quickly spiral
out of control and wreak havoc. All cyberattacks require
immediate attention and resolution. 
 
The number one way to keep cyber secure is education and
awareness and as person/user you are the first line of
defence against cyber security.  
 
Understanding the types of attacks, and the stages involved,
will help you to better defend yourself and your business. 

Un-targeted
In un-targeted attacks, attackers indiscriminately target
as many devices, services or users as possible. They do
not care about who the victim is as there will be a number
of machines or services with vulnerabilities. To do this, they
use techniques that take advantage of the openness of
the Internet, which include: 

Phishing Attacks
Phishing is just like it sounds. Hackers throw a line out there
hoping that you’ll bite, and when you do, they steal
sensitive information like passwords, credit card numbers
and more. Phishing attacks usually come in the form of
emails that look legitimate and encourage you to reply.

Ransomware
Ransomware is a malware designed to deny a user or
organisation access to files on their computer. By
encrypting these files and demanding a ransom payment
for the decryption key, cyber attackers place organisations
in a position where paying the ransom is the easiest and
cheapest way to regain access to their files. Some variants
have added additional functionality – such as data theft,
to provide further incentive for ransomware victims to pay
the ransom. 
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Targeted
In a targeted attack, your organisation is singled out
because the attacker has a specific interest in your business
or has been paid to target you. The groundwork for the
attack could take months so that they can find the best
route to deliver their exploit directly to your systems (or
users). A targeted attack is often more damaging than an
un-targeted one because it has been specifically tailored to
attack your systems, processes or personnel, in the office
and sometimes at home. Targeted attacks may include: 

Spear-phishing
Spear phishing is an email or electronic communications
scam targeted towards a specific individual, organisation or
business. Although often intended to steal data for malicious
purposes, cybercriminals may also intend to install malware
on a targeted user’s computer. For example, an email
arrives, apparently from a trustworthy source, but instead it
leads the unknowing recipient to a bogus website full of
malware. These emails often use clever tactics to get
victims' attention. 

Social Engineering
Social engineering involves malicious human interaction.
This is a case of people outright lying and manipulating
others to divulge personal information. Often, these people
obtain information from social media profiles and posts.

Whaling
Whaling is a highly targeted phishing attack - aimed at
senior executives - masquerading as a legitimate email.
Whaling is digitally enabled fraud through social
engineering, designed to encourage victims to perform a
secondary action, such as initiating a wire transfer of funds.
Whaling emails are more sophisticated than generic
phishing emails as they often target Chief Executives and
usually contain personalised information about the targeted
organisation or individual, convey a sense of urgency or are
crafted with a solid understanding of business language
and tone. 
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First Steps...

Never click any links or attachments in suspicious emails.
If the suspicious message appears to come from a
person you know, contact that person via some other
means such as text message or phone call to confirm it.
Report the message (see below).
Delete it

Eight or more characters in length 
Characters from each of the following four categories: 
Capital letter(s) 
Lowercase letter(s) 
Number(s) 
Special character(s) (%,^,*,?,<,>) 

There are plenty of ways you can begin to protect your
business and improve your approach to cyber security.

You may want to speak to an IT expert at CCS IT Solutions to
gain more of an understanding around the extra steps you
can take such as running a full health check on your IT
infrastructure. But to begin with, here are some simple steps
to protect your self from cyberattacks. 
 
1. Staff Awareness 
The number one way to keep cyber secure is education and
awareness. It is the upmost responsibility for you and your
colleagues to be the first line of defence against cyber
security. 
 
2. Avoid Phishing Scams 
A phishing email is a cybercrime that relies on deception to
steal confidential information. Scammers use email or text
messages to try to steal your passwords, account numbers,
or Social Security numbers. If they get that information, they
could get access to your email, bank, or other accounts.

3. Practice good password management 
We all have too many passwords to manage - and it's easy
to take shortcuts, like reusing the same password. A
password manager can help you to maintain strong unique
passwords for all of your accounts. 

While it is tempting to create an easy or generic password
that is easy to remember, it is not very secure. 

Strong passwords have the following characteristics: 
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Tap and hold on any link until an action screen appears
with multiple options 
Look at the top of the pop-up box to see the link URL 
If it’s suspicious, you can simply click the ‘Cancel’ button 

4. Be careful on what you click 
One of the most common ways criminal can hack your
sensitive data is by tricking you to click on a link or
attachment. These can often appear as legitimate emails,
know as ‘phishing’ 
 
The consequences on clicking a suspicious link could loose
you money, personal data and put your business at risk.
Always read the domain carefully.
 
How can you tell if the link is legitimate? 
Look for https:/ in the URL. The ‘S’ stands for secure. HTTPS
helps protects the integrity of the website by preventing
hackers from tampering with and listening to the
communications between the website and your browser. It
also protects your privacy and security. 

If you’re a desktop user, hover your mouse over the link and
the correct URL will be displayed in the bottom left hand
corner of your browser. 

If you’re on a mobile device or tablet, you need to be extra
careful! Your safest bet will be to wait until you are on a
desktop browser to confirm it’s a valid and legitimate
address. 

If you have an iPhone or iPad, you can check by following
these simple steps: 

1.

2.
3.
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If you need to leave your laptop, phone, or tablet for any
length of time - lock it up so no one else can use it.  
If you keep protected data on a flash drive or external
hard drive, make sure their encrypted and locked up as
well.  
For desktop computers, lock your screen or shut-down
the system when not in use. 

access your other online accounts using the 'forgot
password' feature (which often sends you an email) 
access personal or business information and use this to
scam you or people you know 

5. Never leave devices unattended 
 The physical security of your devices is just as important as
their technical security. 

 
 
Your email is where you keep your most personal and
financial information. If a cyber criminal accesses your
email, they could: 

6. Turn on 2-Step Verification (2SV) for your
email 
2-Step Verification (2SV) gives you twice the protection so
even if cyber criminals have your password, they can't
access your email. 
2SV works by asking for more information to prove your
identity. For example, getting a code sent to your phone
when you sign in using a new device or change settings
such as your password. 
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Next Steps
Having a basic understanding of cyber security can help
you to ask the right questions to seek assurance about your
organisation’s cyber resilience, just as you would need to
have a certain level of understanding of finance to assess
the financial health of your organisation. But there are
additional measures that you can put in place via your IT
department or outsourced IT company.

A good place to begin is to discuss your existing cyber
security measures within your organisation by asking the
below questions. This will help determine what measure you
have in place technologically as well as amongst your
organisation and staff education.

Q1: How do we defend our organisation against
phishing attacks?

Q2. How does our organisation control the use of
privileged IT accounts?

Q3. How do we ensure that our software and
devices are up to date?

Q4. How do we make sure our partners and
suppliers protect the information we share with
them?

Q5. What authentication methods are used to
control access to systems and data?
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Are you future ready?

0161 428 2088
hello@ccsitsolutions.com

Don’t just react to threats. Get ahead of them!

In this guide we have given you an overview and some
simple steps to protect yourself from cyber security. But it
doesn't stop there.

Have you given your IT Infrastructure a full health check to
full protect yourself from Cybercrime?

Speak to one of our CCS IT Solutions experts, who are on
hand to provide you with with advice and support, on the
next steps you should take to keep your organisation safe
and secure from cyber attacks.

Find our more at www.ccsitsolutions.com or get in touch
via our contact details below.
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